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Modern consumer society has rapidly evolved from
domination by “things” to domination by information.
Once upon a time, for example, a car was an object for
personal transportation in which anything more than basic
information about speed and fuel level came from and
through the driver. Now, the automobile itself provides

and processes information with which drivers interact at

a much richer level. Back-up cameras, blind spot and

lane drift warning lights, hands-free wireless telephony,
and GPS have transformed the driving experience
fundamentally, even ahead of the truly revolutionary

era of self-driving cars. A large and growing fraction of

the world’s day-to-day life of individuals, objects, and
institutions will be indelibly stored with an electronic
“footprint.” The intelligence value of this information from a
national security perspective exclusively accessed through
a modern communications system dominated by China -

5G - is immense and profoundly threatening.

The new dominance of information is simultaneously
bewildering and promising. Moreover, as rapid as the pace

of development has been over the past decade, it will
soon quicken—with broad implications for almost every
aspect of human life. An important aspect of this shift has
been the convergence of rapidly developing and mutually
reinforcing technologies into an infosphere that will
incorporate almost all information-based communications
and data services in the global information infrastructure.

Not coincidentally, an integrated infosphere meets
aspirations held by the People’s Republic of China to
dominate and control the global information infrastructure.
Beijing’s investments in 5G reflect an understanding
that this technology is the gateway to control the
world’s information infrastructure and growing realm

of 5G-dependent technologies. A Chinese-dominated
infosphere is, in fact, the “digital road” component

of its Belt-and-Road-Infrastructure (BRI). While U.S.
policymakers have yet to fully grasp the implications of
this emerging infosphere, the components below reflect
the enabling dimensions that support China’s effort to
dominate the global information infrastructure.



The Coming 5G Tech
Revolution

The emergence of 5th generation (5G) mobile
communications technology is far more significant than
most people understand. To think of it as one step up from
4G —as 4G was from 3G and so on back to its introduction
in the 1980s—fails to do justice to the technological leap
involved. 5G technology will enable a worldwide transition
to mobile telecommunication with nearly instantaneous
transfer of data. Forecasters estimate that by 2025, three-
quarters of the world’s population (6 billion people) will be
interacting with data an average of once every 18 seconds.
These interactions will take place through ubiquitously
distributed 5G capabilities embedded in everyday
appliances through the “Internet of Things” (IoT), as well as
with the data business that governments provide and often

control.’

The establishment of a global 5G network is the critical
enabler of the global infosphere—the means of coupling

other mutually reinforcing services.

BeiDou: China’s
Competitor to GPS

China will complete deployment of its global BeiDou (“Big
Dipper”) precision navigation and timing system in 2020.
This 40+ satellite constellation competitor to the U.S.
Global Positioning System (GPS) is a crucial element of
China’s “digital road.” Its precise geotemporal (time and
spatial location) information will provide nearly continuous
information on individuals, objects, and transactions. When
linked to a 5G telecommunications system, the BeiDou
system will enable cell phone users to be monitored,
stored, tracked, and evaluated remotely by the Chinese

government.
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The Beidou system will provide the People’s Republic

of China with access to cell phone geolocation and
temporal subscriber information on Chinese 5G networks.
Furthermore, China’s facial recognition software embedded
in mobile telephones exploits 200 million traffic cameras
and other imaging devices to track individuals. This
capability has been demonstrated in China’s efforts to
rigidly control and suppress the ethnic identity of non-Han
Muslim and Tibetan minorities.? The system is now being
propagated to China’s BRI partner nations. The beneficiary
of its largest BRI project, Pakistan, has also become the

first international user of the BeiDou system.

The Potential

Vulnerabilities of Large-
Scale SG Data

Perhaps the most difficult aspect of the infosphere to grasp
is the sheer scale of data that feeds it. Ninety percent of
the data produced in the entirety of human history has
been procured in the past 24 months, and the data tsunami
is just beginning. Every day, 2.5 quintillion bytes (2.5
quintillion is 2.5 x 10'8) of data are produced, and much
more will come as 5G technologies enable nearly universal
connection of objects and devices via the internet. The
vast data harvest enabled by China’s dominance of 5G
mobile communications will contribute to China’s ability to
dominate the science of artificial intelligence and related
disciplines of machine learning, deep learning, and other
dimensions of the data sciences. Extremely large data

sets are needed to “train” the algorithms that produce the
Al results. The more data, the more accurate will be the

results.

This stupefying quantity of information defies traditional
methods of data reduction and analysis. But insight can be

extracted using modern data analytic techniques, including
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artificial intelligence and machine learning. The interwoven
technologies of the infosphere contribute to this relentless
data flow, in turn providing insights into its users both en
bloc and individually.

The process by which everyday transactions produce and
deliver data in overwhelming volume is just beginning. By
2030, the commercial and industrial loT may incorporate
125 billion or more devices sending data through the global
5G network. This data will be stored and processed in
global digital data clouds for exploitation by individuals,
commercial entities, and governments.?

Underserved Financial
Markets and China’s
Growing Financial
Services Sector

China’s vast internet user population, approximately 800
million people, offers a formidable market for financial
services technologies.* In particular, ubiquitous access to
the internet through mobile devices has driven the creation
of an extensive financial technologies infrastructure
covering a wide range of financial services including
payments, financing, savings and investment, online

insurance, and cloud computing.
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China is positioned to overtake the U.S. as the world’s
largest insurance market—a form of financial service that
is readily propagated by modern telecommunications
technology, particularly 5G.5 Meanwhile, the broad-based
availability of financial services in developing countries

would be a massive transformation.

The provision of financial services is an increasing focus
of technology firms as well. Their underlying technologies
are well-suited to financial services but are significantly
affected by the regulatory environment in which the
services are offered. In Europe, and to an increasing
degree in the U.S., financial technology (or “fintech”) firms
are likely to face an increasingly demanding regulatory
environment.®

Figure 1 represents a “regulatory compass” for big techs
in finance, summarizing how the market is shaped by
regulatory practices. The regions with limited or medium-
intensity regulation of financial services—especially in the
developing world—are well aligned with China’s financial

services market offerings.”

The growth, diversity, and global reach of these
technologies will be enhanced as China modernizes

its infosphere, seeking global dominance based on its
early fielding of 5G networks. The creation of this parallel
payments system supports China’s long-term aspiration
to reduce the international role of the dollar (though the
prospects for doing so in the near future appear remote).?
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Figure 1. A Regulatory Compass for Big Techs in Finance
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Nevertheless, the propagation of China’s cashless information about the patterns of life of individuals. In turn,
payments at scale on an international basis is likely to this data can contribute to China’s efforts to influence local
be successful in many markets in developing nations governments, private sector institutions, and individuals.

with immature financial services infrastructures. These
L China aspires to extend the financial technology it is
underserved markets can create a platform for significant

. . . . . developing in the China market into a global financial
Chinese presence in countries across Africa, Asia, and pIng C 9

. . . technology “ecosystem”, as illustrated in Figure 2. This
the Western Hemisphere —especially the countries where 4 y 9

. . . . . ecosystem consists of a multitude of financial services
China has other commercial, diplomatic, and security

includin ments, financin vin nd investment
interests. The “retail” character of China’s payments cluding payments, financing, savings and investment,
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system also facilitates the harvesting of data on individual 9 9

. . . . . . system.
transactions, which can provide China with detailed
Figure 2. China’s Financial Technology Ecosystem
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Management, who has a mutual fund license. 6. Zhima Credit, Tencent Credit and Qisnhai Credit, along with 5 other companies, were selected by PBOC as pilot companies. Please refer to the Appendix for further details.

Source: Goldman Sachs Group, Inc., The Rise of China FinTech, Equity Research: The Future of Finance, August 2017, page 6
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Dominance of the infosphere through propagation of 5G
technology based largely on Chinese technical standards
facilitates China’s ability to create a parallel international
payments system. China’s mobile payments system
eliminates the need for cash through a two-dimensional
QR (Quick Response) barcode linked to a “digital wallet.”
The process also enables the harvesting of a vast trove of
geotemporally tagged individual financial transactions —
information that can then be aggregated with other data

collected on specific individuals.

This transactional information is one of the important

enablers of China’s social credit system.® For example,
in areas where non-Han Chinese citizens live (Tibet and
the Uighur regions of Western China), a deficient social

FI

credit score prevents millions from buying tickets for public

transportation.™

The Technologies of
Autonomy

The extension of network connectivity between users and
billions of devices in the next several years through the

loT will incorporate the ability to use and control devices
remotely as well as enable their autonomous operation.
5G’s capacity to transmit information extremely rapidly will
advance related technologies of autonomy such as artificial

intelligence (as illustrated in Figure 3 below).

Figure 3. Implications for Zero Lag in Data Exchange with 5G Telecommunication Services
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The data rates characteristic of 4G provide insufficient
bandwidth for instantaneous (i.e. low-latency) data transfer
to permit autonomous operation of systems such as

cars and aircraft. 5G will provide near-zero lag-time in

the completion of data exchanges, making the operation
of autonomous systems feasible. China’s aspirations to
control the global (“virtual”) information infrastructure
complements its $1.7 trillion investment in the global
physical infrastructure. If China is able to dominate the
next generation of telecommunications services through its
propagation of 5G, it will underpin its BRI aims to become
the world’s leading economic and military power by 2049,
the 100™ anniversary of the founding of the PRC.

Concluding Observations
on China’s “Infosphere”

The highly integrated character of China’s information
infrastructure is an important component of its wider

commercial and national security objectives.'? The
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intelligence role of China’s 5G technology is a matter of
great concern to U.S. and allied governments.

Of particular note, in 2014, the UK established the Huawei
Cyber Security Evaluation Centre (HCSEC) Oversight
Board to analyze and report annually on China’s ability to
use Huawei 5G infrastructure to monitor the content of UK
telecommunications traffic. The HCSEC’s 2019 conclusion
was unchanged from its negative 2018 assessment

about the UK’s vulnerability. It is unlikely that any Chinese
entity, public or private, including Huawei, could avoid
compliance with China’s 2017 National Intelligence Law,
which compels individuals and institutions to collaborate
with China’s intelligence organizations when requested.'®

China’s emerging efforts to gain control of the global
infosphere by linking it to a global Chinese 5G network
are likely to continue. Recent U.S. legislative initiatives
that attempt to develop competitive offerings to China’s
infrastructure efforts, including 5G, remain embryonic and
untested.' The United States is late to the game, and the

time to catch up is short.
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